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1 Introduction
1.1 Document Scope

The purpose of this document is to describe the requirements for the XML Registry (XMLR) and Shared Schema Components. Shared Schema Components are schema or portions of schema that may be reusable by others. 
1.2 Project Background

The XMLR will provide the capability to share information about XML schemas and related objects, as well as information about schemas under development.  An XMLR contains registry entries that contain descriptive information, or metadata, about registered XML objects.  The objects may be stored in the registry or in a related repository.  The registry supports the submission, registration, and administration of objects, and makes the metadata available to promote the discovery, understanding, and reuse of the objects. 
The XMLR will support both human and automated interactions supporting XML object registration, object status tracking, as well as querying and retrieval for reuse.  
1.3 Related Documentation

The following related documents were produced in earlier phases of the XML Registry project:

· Exchange Design Guidance and Best Practices for Exchange Network, Version 1.2 08/03/2006
1.4 Principles

Through coordination with various other programs that require IT inventory type information, the XMLR effort has established a number of guiding principles to better serve a variety of Agency needs.  These include:

· Agency XML Schemas should be catalogued in one area for order and ease of search;

· XML Schemas and related objects should be shared with as many programs as possible to promote standardization and re-use. 
1.5 System Architecture

Commercial off the Shelf (COTS) software will be evaluated against the XMLR requirements identified in this document. The System Architecture will be defined further once a COTS solution has been selected. The solution should follow any relevant EPA standards and be compatible with and able to integrate with the System of Registries. The solution must have the ability to integrate with or exchange data with existing tools in use at EPA.
1.6 Logical Data Model

See Data Requirements Section.
2 System Description
2.1 Business Objectives

The XMLR captures and maintains metadata about XML schema and related objects used by the EPA.  The XMLR provides a single point to identify, and locate Agency information about XML schema and related objects.  The XMLR supports EPA's SOA initiative.
2.2 Users/Stakeholders

The major internal EPA stakeholders of the XMLR include:

· Developers - to search and re-use XML schema and related objects

· Stewards - to load and maintain particular XML schema

· Managers, including EPA IMO's - to oversee and assign responsibility for XML schema development and/or documentation

· Architects - to view the organization's schema and related objects and to encourage standardization and re-use

To accommodate the needs of internal and external stakeholders, XMLR will provide the following user roles and access privileges:

General (Read-only) User: The General User is a basic user in the system that can search, browse, download, and compare items, view audit trail information, and subscribe for updates. General Users do not have rights to submit or update Registry content, but only have query access to discover and access content.  They do not require authentication.
Submitter: A Submitter is a user in the system that creates and updates XML schema metadata records in the system. The new records or changes to records will not be applied to the official version of the XML schema metadata record immediately. Additions and updates made by the Submitter will be reviewed by the appropriate Steward and Registrar before being applied to the XMLR. A Submitter can also perform every function a General User can perform.

Steward: A Steward is the subject matter expert for a particular XML schema metadata record in the XMLR. When an XML schema metadata record is created or updated, the Steward is notified and must review and work with the Registrar to validate it. A Steward of an administered item can also be the Submitter, and can thus perform every function a Submitter can perform. A Steward can also perform every function a General User can perform. 

Registrar: A Registrar is the person that officially reviews and validates the entries in the XMLR. Since a Registrar is not a subject matter expert for these items, the Registrar works with the Steward to ensure data completeness, accuracy, and quality. A Registrar can also perform every function a General User can perform.

Administrator: An Administrator is a user in the system that can create, modify, and delete user accounts, and modify user security roles and privileges in the system.
2.3 Concept of Operations

The XML Registry (XMLR) and Shared Schema Components (SSC) will provide EPA and its partners a single registry to describe, maintain, discover and share XML schema and schema components and related metadata and artifacts. The XMLR and SSC are being defined for EPA, but may also be used by the Exchange Network if the solution fits their requirements well. The system will require authentication of users (i.e., no public site is anticipated at this time). Users will access the XMLR/SSC directly or through the SoR, but the XMLR and SSC may be accessible outside of SoR as well. The system shall support direct human interaction (searching, downloading, etc), as well as automated interactions that would allow machine to machine communication. 
3 System Architecture
3.1 Business Process Model

The business process model will be updated during the design of the XMLR.
3.2 Technical Architecture 

The technical architecture will be updated during the design of the XMLR.
3.3 Standards

The XMLR shall adhere to relevant EPA IRM standards and/or policies. 
4 Assumptions, Constraints, Issues
4.1 Assumptions 

· The XMLR will serve as the source of standardized XML schema components and the system of record for current schemas in use, thus it is important that the data be kept current. 

· The data standards that support the EPA data flows will be fully documented in the XMLR, and the Registry should provide Web services to support business to business transactions.  
· The registry will include documentation for XML schema and for the data elements, referred to by the XML tags in the schemas.  (Note: documentation of the data elements may be accomplished by linking to the Data Dictionary Module)
· The registry will need to include data elements and their definitions to help manage the semantics (meaning) of data from the time of creation through all stages of processing, analysis, and use.  

· The XMLR will comply with widely accepted standards in the field of XML.

4.2 Constraints
No constraints have been identified.
4.3 Issues

The following issues have been identified during the requirements analysis for the XMLR. These issues have been incorporated into the requirements where possible:

· Classification schemes – Classification schemes used in the XMLR should be logical and easily understood; should be human readable and searchable (enterprise architecture reference models are often not); should start with broad categories; and should be familiar, if possible. 

· Integration with other registries - XMLR may need to point to or read from other sources of metadata (like READ), rather than redundantly maintain metadata.

· Searching – Searching is a key requirement but will likely be provided by the COTS solution selected for the XMLR. The requirements for searching will not be defined in great detail in this document. 

5 System Requirements

5.1 Data Requirements

The XMLR and SSC data model may rely on the standards listed in the tables below.  [Note: the data residing in each of the tables is currently out-of-date and is a representation of the type of data that may be part of the standard. This information needs to be updated or removed and replaced with references to the standards that are chosen].  The current standards can be found at the following locations:

OASIS/ebXML Model Classes and Descriptions

· http://www.oasis-open.org/committees/regrep/documents/3.0/specs/regrep-rs-3.0-os.pdf
· http://www.oasis-open.org/committees/regrep/documents/3.0/specs/regrep-rim-3.0-os.pdf
Data Requirements for the UDDI Specification v. 3.0.2
· http://www.oasis-open.org/committees/uddi-spec/doc/spec/v3/uddi-v3.0.2-20041019.htm
ISO/IEC 11179

· http://metadata-standards.org/11179/
	OASIS/ebXML Model Classes and Descriptions

	Classes
	Description

	Model Section: Detail View

	RegistryObject
	An abstract base class used by most classes in the model; provides minimal metadata for registry objects.

	RegistryEntry
	Common base class for classes in the information model that require additional metadata beyond the minimal metadata required by Registry Object.

	Slot
	Provide a dynamic way to add arbitrary attributes to Registry Object instances.

	ExtrinsicObject
	Provide metadata that describes submitted content whose type is not intrinsically known to the Registry and therefore must be described by means of additional attributes.

	RegistryPackage
	Allow for grouping of logically related Registry Object instances even if the individual member objects belong to different submitting organization.

	ExternalIdentifier
	Provides additional identifier information for the Registry Object

	ExternalLink
	Used to associate content in the registry with content that may reside outside the registry.

	Model Section: Registry Audit Trail

	AuditableEvent
	Describes the information model elements that support the audit trail capability of the Registry.  Provide a long-term record of events that effect a change in a Registry Object.

	User
	User instances keep track of the identity of the user that generated the Auditable Event.

	Organization
	Provides information on related organizations.

	Postal Address
	A simple reusable entity class that defines attributes of a postal address.

	Telephone Number
	A simple reusable entity class that defines attributes of a telephone number.

	Email Address
	A simple reusable entity class that defines attributes of an email address.

	Person Name
	A simple entity class for a person’s name.

	Service
	Provides information on services, such as Web services.

	ServiceBinding
	Registry Object instances that represent technical information on a specific way to access a specific interface offered by a Service instance.

	SpecificationLink
	Provides linkage between a Service Binding and one of its technical specifications that describes how to use the service using the Service Binding

	Model Section: Association of Registry Objects

	Association
	Used to define many-to-many associations among Registry Objects in the information model.

	Model Section: Classification of Registry Objects

	Classification Scheme
	The metadata that describes a registered taxonomy.

	Classification Node
	Defines the tree structure where each node in the tree is a Classification Node.

	Classification
	Classifies a Registry Object instance by referencing a node defined within a particular classification scheme.

	Model Section: Security View

	AccessControlPolicy
	Defines the policy rules that govern access to operations or method performed on the Registry Object.

	Permission
	Used for authorization and access control to Registry Objects.

	Privilege
	Controls access to a protected Registry Object.

	
	

	Privilege Attribute
	A common base class for all types of security attributes that are used to grant specific access control privileges.

	Role
	Roles are used to grant Privileges to Principals.

	Group
	An aggregation of users that may have different Roles.

	Identity
	Used to identify a person, an organization, or software service.

	Principal
	An entity that has a set of Privilege Attributes.


	Data Requirements for the UDDI Specification v. 3.0

	Model Sections
	Descriptions

	Entity: Business Entity
	Top-level XML element in a business’s UDDI entry, captures the starting set of information required by partners seeking to locate information about a business’s services.

	Business Key
	Uniquely identifies the Business Entity within the registry.

	Discovery URLs
	List of Uniform Resource Locators (URL) that point to alternate, file-based service discovery mechanisms.

	Name
	Simple textual name for a Business Entity.

	Description
	Simple textual descriptive information about the Business Entity.

	Contacts
	Records contact information for a person or a job role within the Business Entity so that someone who finds the information can make human contact for any purpose.

	Business Services
	Describe families of Web services.  Provided by the Business Entity.

	Identifier Bag
	List of other identifiers, each valid in its own identifier system, (e.g., tax identifier or DUNS number).

	Contact Bag
	List of business categories that each describes a specific business aspect of the Business Entity,(e.g.,  industry, product category or geographic region).

	Signature
	May be digitally signed using XML digital signatures.

	Entity: Business Service
	A grouping of a series of related Web services that can be related to either a business process or a category of services.

	Service Key
	Identifies the Business Service within the registry.

	Business Key
	Identifies the Business Service within the registry.

	Name
	Simple textual name for the Business Service.

	Description
	Simple textual descriptive information about the Business Service.

	Category Bag
	List of business categories that each describes a specific business aspect of the Business Service (e.g., industry, product category or geographic region.)

	Signature
	May be digitally signed using XML digital signatures.

	Entity: Binding Template
	Technical descriptions of Web services are provided by Binding Template entities.

	Binding Key
	Identifies a Binding Template.

	Service Key
	Identifies the Business Service that contains the Binding Template.

	Description
	Simple textual descriptive information about the Binding Template.

	Access Point
	An attribute-qualified URI, typically a URL, representing the network address of the Web service being described.

	tModel Instance Details
	List of one or more tModel Instance Info elements.

	Category Bag
	List of categorizations that each describes a specific aspect of the Binding Template (e.g., industry, product category or geographic region.)

	Signature
	May be digitally signed using XML digital signatures.

	Entity: tModel
	Describes Web services in ways that are meaningful enough to be useful during searches is an important goal of UDDI.

	Name
	Simple textual name for the tModel.

	Description
	Simple textual descriptive information about the tModel.

	Overview Doc
	Used to house references to remote descriptive  information or instructions related to the tModel.

	Identifier Bag
	List of logical identifiers, each valid in its own identifier system.

	Category Bag
	List of categories that describe specific aspects of the tModel (e.g., its technical type).

	Signature
	May be digitally signed using XML digital signatures.

	Entity: Publisher Assertion Structure
	A set of Business Entity structures whose members  would like to make some of their relationships visible in their UDDI registrations.

	From Key
	The first of two Business Entity instances between which an assertion is made

	To Key
	The second of two Business Entity instances between which an assertion is made.

	Keyed Reference
	Describes the relationship between the Business Entity elements identified by From Key and To Key

	Signature
	May be digitally signed using XML digital signatures.

	Entity: Operational Info Structure
	Used to convey the operational information for the UDDI core data structures (the Business Entity, Business Service, Binding Template and tModel structures).

	Created
	Information about a publishing operation is captured whenever a UDDI core data structure is published.

	Modified
	The time at which the entity with which the Operational Info is associated was created or last changed.

	Modified Including Children
	Contains information about how modifications are related to each other.

	Node ID
	A unique key that is used to identify a node within a UDDI registry.

	Authorized Name
	Provides an indication of the owner of the data.


	Administration Record and Data Element Region in ISO/IEC 11179

	Data Requirements
	Descriptions

	Region: Administration/Identification
	Contains information related to the identification and registration of items submitted to the Registry.

	Registration Authority Identifier
	An Identifier assigned to the organization responsible for maintaining the Registry.

	Language Identification
	The collection of identifiers required to identity a language or language variation for a particular purpose.

	Contact
	An instance of a role of an individual or an organization to whom an information item(s), a material object(s) and/or person(s) can be sent to or from in a specified context.

	Item Identifier
	An identifier for an item.

	Administered Record
	A collection of administrative information for an administered item.

	Region: Naming and Identification
	Manages the names and definitions of administered items.

	Context
	A universe of discourse in which a name or definition is used.

	Terminological Entry
	An entry containing information on terminological units for a specific administered item within a context.

	Language Section
	The part of a terminological entry containing information related to one language.

	Designation
	The designation of an administered item within a context.

	Definition
	The definition of an administered item within a context.

	Region: Classification
	The descriptive information for an arrangement or division of objects into groups.

	Classification Scheme
	The descriptive information for an arrangement or division of objects into groups based on characteristics, which the objects have in common.

	Classification Scheme Item
	Item of content in a classification scheme.

	Classification Scheme Item Relationship
	The relationship among items in a classification scheme.

	Region: Data Element
	A unit of data for which the definition, identification, representation, and permissible values are specified by means of a set of attributes.

	Data Element Concept
	A concept that can be represented in the form of a data element, described independently of any particular representation.

	Value Domain
	A set of permissible values.

	Representation Class
	The classification of types of representations.

	Data Element Example
	A representative illustration of a data element.

	Data Element Derivation
	The relationship among a data element which is derived, the rule controlling its derivation, and the data elements from which it is derived.

	Derivation Rule
	The logical, mathematical, and/or other operations specifying derivation.


	Type of Administered Items in ISO/IEC 11179-3

	Name
	Description

	Classification Scheme
	The descriptive information for an arrangement or division of objects into groups based on characteristics, which the objects have in common.

	Conceptual Domain
	A set of valid value meanings.

	Context
	A universe of discourse in which a name or definition is used.

	Region: Data Element
	A unit of data for which the definition, identification, representation, and permissible values are specified by means of a set of attributes.

	Data Element Concept
	A concept that can be represented in the form of a data element, described independently of any particular representation.

	Object Class
	A set of ideas, abstractions, or things in the real world that are identified with explicit boundaries and meaning and whose properties and behavior follow the same rules.

	Property
	A characteristic common to all members of an object class.

	Representation Class
	The classification of types of representations.

	Value Domain
	A set of permissible values.


5.2 Functional Requirements

	Req. Num
	Requirement Statement
	Release Number
	Comment

	1 Manage

	1.1 
	The system shall provide the ability to accept submission packages consisting of the following:

· Metadata about the object in the form of a Registry Entry and attached files containing the objects to be registered, and/or related artifacts.
	
	Clarify objects and files that are part of the package.


	1.2 
	The system shall provide support for human interactions to submit, register, modify, search, and retrieve XML objects and related artifacts.  
	
	

	1.3 
	The system shall provide support for automated system interactions (e.g., through a web service) to submit, register, modify, search, and retrieve XML objects and related artifacts.  
	
	

	1.4 
	The system shall keep track of which schemas are using which schema components.
	
	

	1.5 
	The system shall track whether an object is considered “published”
	
	

	1.6 
	The system shall provide version control on all published objects.
	
	

	1.7 
	The system shall have the ability to provide version control on all unfinished (non-published) objects.
	
	

	1.8 
	The system shall provide users with the ability to checkout or lock objects.
	
	

	1.9 
	The system shall provide an audit trail for all actions taken on a registry entry.
	
	

	1.10 
	The system shall support tracking the status of an XML object through the lifecycle from submission through retirement.  
	
	

	1.11 
	The system shall provide a dual set of status codes to keep track of administrative and registration statuses.
	
	

	1.12 
	The system shall assign a unique identifier to each object submitted into the system.
	
	

	1.13 
	The system shall provide the ability to categorize tags and schemas by namespace.
	
	Should the registry be organized by namespace and if so, should there be a user role such as Governance Namespace Manager or a Namespace Steward assigned by namespace?

	1.14 
	The system shall enable the assignment of objects to classification schemes.
	
	

	1.15 
	The system shall enable users with appropriate access rights to archive registry entries and related objects.
	
	

	1.16 
	The system shall enable the user to associate objects.
	
	

	1.17 
	The system shall enable users with the appropriate access and approvals to delete objects.
	
	

	1.18 
	The system shall provide the ability to delete a group of objects.
	
	

	1.19 
	The system shall enable users with the appropriate access and approvals to publish objects.
	
	

	1.20 
	The system shall enable users to submit draft versions of XML objects for review by and collaboration with other users.
	
	

	1.21 
	The system shall enable users to associated data elements defined in the Data Dictionary Module with XML tags in XML schemas in the system.
	
	

	1.22 
	The system shall enable users to associated web services registered in the Web Services Catalog with XML objects registered in the system.
	
	

	1.23 
	The system shall have the ability to store the following XML objects:

· XML tags (elements)

· Enumeration lists

· XML schemas

· XML schema components

· Attributes

· Data types

· Object Classification schemes

· Namespaces

· XML documents

· Trading Partner Agreements (TPAs)

· Trading Partner Profile

· Web Service Definition Language (WSDL)

· Administrative documents (approval documentation, submission manifests).

· Submission Packages

· Service Bindings

· Users and Organization (names, mailing/locational information, contact information)

· Relationships to web services
· Relationships to data elements
	
	

	1.24 
	The system shall have the ability to provide users with separate staging and production areas to differentiate draft data from current data.
	
	

	1.25 
	The system shall provide users with the ability to indicate whether data is in draft form or is production data.
	
	Status indicator

	1.26 
	The system shall have the ability to identify metadata for a schema after it has been loaded into the system.
	
	

	1.27 
	The system shall have the ability to provide standards validation against a schema.
	
	

	1.28 
	The system shall have the ability to provide users with a stylesheet repository.
	
	

	1.29 
	The system shall have the ability to track various status dates for an object (e.g., when it was developed; when the version was created)
	
	

	2 Search and Use 

	2.1 
	The system shall enable users to download objects.
	
	

	2.2 
	The system shall enable the automated query, retrieval, and/or download of objects and related metadata (e.g., through a web service).
	
	

	2.3 
	The system shall enable users to download a package.
	
	

	2.4 
	The system shall enable the automated download of a package.
	
	

	2.5 
	The system shall provide users with browse and drill down capabilities.
	
	

	2.6 
	The system shall enable users to filter objects based on criteria.
	
	

	2.7 
	The system shall provide ad hoc query capabilities.
	
	

	2.8 
	The system shall provide iterative query capabilities (e.g., enabling user to narrow results by searching within a results set).
	
	

	2.9 
	The system shall enable users to query objects by the following:

· Classification queries

· Association queries

· Package queries

· Audit Trail queries (e.g., last updated date, update user)
	
	

	2.10 
	The system shall include expandable hierarchical classification scheme(s) for organization of XML objects for discovery and retrieval.
	
	

	2.11 
	The system shall provide the capability to manage hierarchical namespace architecture.  
	
	

	2.12 
	The system shall enable users to run queries across multiple federated registries.
	
	

	2.13 
	The system shall enable membership in multiple federations of registries.
	
	

	2.14 
	The system shall provide URLs that resolve directly to particular schema so the URL can be used in instance files, allowing validation without having to take extra steps to retrieve the relevant schema.
	
	

	2.15 
	The system enables users to find a schema and transmit data using that schema.
	
	

	2.16 
	The system shall provide users with the ability to perform a plain text search.
	
	

	2.17 
	The system shall provide the capability to search by data element name.
	
	

	2.18 
	The system shall provide the capability to search by data element definition.
	
	

	2.19 
	The system shall provide the capability to display whether a data element is a simple type or complex type.
	
	

	2.20 
	The system shall enable users to view (or preview) a schema through a style sheet browser.
	
	

	2.21 
	The system shall enable users with the ability to apply various style sheets against a schema.
	
	

	3 Subscribe / Notify

	3.1 
	The system shall enable users to set up subscriptions for email notifications based on object event types.
	
	

	3.2 
	The system shall enable users to set the frequency of email notifications (e.g., immediately, daily, weekly, monthly).
	
	

	3.3 
	The system shall generate digest(s) of various frequencies (daily, weekly, monthly) summarizing changes in registry content.
	
	

	3.4 
	The system shall enable users to subscribe to receive digests, specifying frequency and content area to be included.
	
	

	3.5 
	The system shall enable users and/or administrators to unsubscribe or to modify subscriptions.
	
	

	3.6 
	The system shall determine what notifications are required when events occur.
	
	

	3.7 
	The system shall build and send notifications as defined by user subscriptions.
	
	

	3.8 
	The system shall generate a “What’s New” announcement summarizing new additions to the registry for a given time period.
	
	

	4 Collaborate

	4.1 
	The system shall provide users with a place to record and share information on ongoing Exchange Network projects.
	
	

	4.2 
	The system shall provide users with information on work in progress on draft XML objects.
	
	

	4.3 
	The system shall provide a forum for the exchange of ideas on XML objects.
	
	

	4.4 
	The system shall enable users to discover, review, and comment on draft versions of XML objects.
	
	

	4.5 
	The system shall enable users to record ratings on objects.
	
	

	4.6 
	The system shall enable users to record reviews on objects.
	
	

	4.7 
	The system shall enable users to record comments/feedback on objects.
	
	

	4.8 
	The system shall record comments in the form of a discussion thread.
	
	

	4.9 
	The system shall enable users to create and join user communities. 
	
	

	4.10 
	The system shall enable users to send a message to a community.
	
	

	5 Govern

	5.1 
	The system shall include an approval workflow for status changes.
	
	

	5.2 
	The system shall provide schema validation against schema guidelines to ensure completeness, uniqueness, and technical validity.
	
	

	5.3 
	The system shall enable the registrar to assign stewards to namespaces or objects.
	
	

	5.4 
	The system shall enable users to create a trading partner agreement.
	
	

	5.5 
	The system shall enable users to enter into a trading partner agreement.
	
	

	6 Security

	6.1 
	The system shall store contact and administrative information about submitters and users of particular XML objects.
	
	

	6.2 
	The system shall support several registry user roles and organizational roles, including Registration Authority, Submitting Organization, and Responsible Organization, as well as registry guests/clients.
	
	

	6.3 
	The system shall provide registry access to authorized users from EPA, States, Tribes, industry partners, and contractors.
	
	

	6.4 
	The system shall enable specific users the ability to approve objects for publication.
	
	


5.3 Non-Functional Requirements

	Req. Num
	Requirement Statement
	Release Number
	Comment

	7 Usability 

	7.1 
	The human interface for the system must be accessible in accordance with Federal Section 508 guidelines.
	
	

	8 Reliability

	8.1 
	The system shall be available 24 hours a day, 7 days a week.
	
	Need to confirm availability requirements

	9 Performance

	9.1 
	To be determined
	
	

	10 Supportability 

	10.1 
	The system shall provide security features to ensure control of access to authorized users to protect data integrity.
	
	

	10.2 
	The system shall ensure that data maintenance functions are accessed over a secure connection.
	
	

	10.3 
	The system shall be extensible by being able to accommodate additional kinds of services and objects in the future.
	
	


5.4 Support Requirements
	Req. Num
	Requirement Statement
	Release Number
	Comment

	11 Training Requirements 

	11.1 
	To be determined
	
	

	12 Documentation Requirements 

	12.1 
	To be determined
	
	

	13 System Acceptance / Testing Requirements 

	13.1 
	To be determined
	
	

	14 Change Control Requirements 

	14.1 
	To be determined
	
	


Appendix A – Use Scenarios

The following use scenarios were developed based on interviews or discussions with key stakeholder groups. 
· Searching 

· The user enters search criteria.  The system then queries all the sub-registries and displays the results by listing all data that matches the criteria. The user may choose to view additional details about the items in the search results.

· Manage

· The user manages each entry in the XMLR. The user may choose to perform one of the following functions: create, update, describe, classify, archive, version, and publish.
· Download/Report 

· The user chooses to download their search results to their computer. The user selects which format the search results will be downloaded in, and the system downloads the search results to the user’s computer.
· Collaborate 

· The user wishes to provide feedback and additional information related to items within the registry, for other users to review and provide further comments. 
· Administer

· The user monitors the system to ensure that the information that it has access to is accessible and that the system is in good health.   The user also tracks all changes that are made to the system and troubleshoots any issues that the system may experience.
· Security

· The user assigns security levels to each user role as well as implements security restrictions to data where necessary.
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